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Huwéng dan cai dat va st dung VPN Client

HUONG DAN CAI PAT VA SU DUNG VPN CLIENT

1. MUC bicH

Tai liu nay hudng dan TCTD cai dat va sir dung phan mém VPN Client dé két
ndi thanh cong véi mang NHNN qua kiéu két nbi bao mat VPN.
2. PHAM VI AP DUNG
2.1. Doi twong
May tinh ctia TCTD c6 két ndi v6i mang NHNN.
2.2. Piéu kién sir dung

TCTD co lgét ndi téc d6 cao (trir Dialup) voi mang NHNN qua NHNN chi nhanh
Tinh/Thanh pho hoac qua Cuc Cong ngh¢ tin hoc.

3. CACTU VIET TAT
Trong quy trinh nay, nhitng tir ngir dudi day dugc hiéu nhu sau:

- NHNN: Ngan hang Nha nudc.
- TCTD: céc don vi bén ngoai c6 két néi mang véi NHNN.

4. NOI DUNG HUONG DAN
4.1. Hwéng din mé mot s6 ing dung windows sir dung trong tai liéu.

4.1.1. Mé cira s6 Run:
- Nhap chon Start, nhip chon Run hodc 4n t6 hop phim 4 +R, ctra s6 Run xuat

hién.
4.1.2. Mé cira so dong 1énh Command Prompt.
- M& cira sO Run, g6 1énh emd, nhép chon OK, ctra s6 Command Prompt xuét hién.
4.2. Cai dat chwong trinh VPN Client.
4.2.1. Nhén cac phin mém va tii liéu hwéng din.
Pon vi nhan phﬁn mém va tai liéu hudng dan tir Can bd tin hoc - NHNN chi nhanh

tinh/ thanh phd hoic tai vé tir dia chi http://sbv.gov.vn chuyén muc: Cdc hoat dong

khdc ciia NHTW -> Céng nghé thong tin - Truyén thong -> Ho tro ky thudt.
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Huwéng dan cai dat va st dung VPN Client

Danh sach cac phan mém :

Tén phan mém Tén File Ghi chu
. . VPN Client, phién ban 5.0
VpnClient32bit-vS.exe | _ . .
ho tro windows 32bit
Cisco VPN Client
. . | VPN Client, phién ban 5.0
VpnClient64bit-vS.zip |
ho tro windows 64bit
Java phién bian 6 update 6
Java Java-vbub6.exe _ _
cai dat trén Windows.
Connection Entry - Connection Entry duogc
thong s6 két ndi mang | VPN-SBV .pcf nhap sau khi cai phin mém
NHNN VPN Client

Chii y: Cac phan mém nay dugc nén thanh 1 file c¢6 tén VPNClient.zip. Huéng din
giai nén: nhap chudt phai vao file VPNClient.zip, nhip chon Extract All... .Cac cta
s tiép theo chon Next. Sau d6 nhap chon Finish dé m¢ thu muc chira nhiing file vira
dugc gidi nén.

4.2.2. Kiém tra may tinh da cai dit Java chua.
- Tai ctra sO Run, g0 lénh Control , nhép chon OK , cira s6 Control Panel xuit hién.
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Hwéng dan cai dat va sir dung VPN Client

File Edit Wiew Favorites Tocls  Help
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R Windows Update
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Accessibility
Options

Mail
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Realek HD
Sound Eff...

4

System

| Java(TM) Control Panel

Folder Options

XD w9

AddHardware  Addor  Administrative  Automatic
Femov, . Tools Updates
1
4 w
Fonts Game Inkel{R) GMA&  Internet
Controllers Driver Options
&
D @ % Lk
\ = i
Mouse Metwork  MNetwork Setup  Phone and
Connections Wizard Modem ...

3 2 9

Reqgional and  Scanners and  Scheduled Sacurity
Language ... Cameras Tasks Center
m 8 @ <
Taskbar and  User Accounts  Windows Wireless
Statt Menu Firewall  Metwark Set..,

P B

Date and Time Display

QI% L \_%

Power Options  Printers and

&

keyboard

Faxes
9 &
Saunds and Speech

Audio Devices

- Néu c6 muyc Java thi may tinh d3 cai Java thi chuyén sang buéc tiép theo - Khuyén

cao may tinh da cai Java thi khong nén cai lai Java.

- Néu khéng c6 muc Java thi may tinh chwa duoc cai Java. Tién hanh cai dat phan

mém Java:

+ Chay file Java-v6u6.exe, man hinh Java Setup Welcome, nhip chon Accept

dé bat ddu qua trinh cai dit. Qua trinh cai dit s& mat khoang 1-2 pht.

i Java Setup - Complete

Thank You!

You have Successfully Installed
Java™

The Java powered Internet is now available ta
wou, You can expetience the wide variety of
fun, engaging Java applications and games,
Far mare information on what Java can do for
wiol, go ko java.com

3

+ Nhip chon Finish dé két thuc

qua trinh cai dat.

Huéng dan cai ddt va sir dung VPN Client

517



Huwéng dan cai dat va st dung VPN Client

4.2.3. Cai dat VPN Client.
- Nhap dup file VpnClient32bit-v5.exe d6i voi may tinh chay hé diéu hanh Windows

32 bit hodc VpnClient64bit-v5.msi (trong file nén VpnClient64bit-v5.zip) d6i véi
may tinh chay hé diéu hanh Windows 64 bit, dé bat dau qua trinh cai dat.
Chii y: d¢ kiém tra hé diéu hanh dang chay 1a hé diéu hanh 32 bit hay 64bit ta thuc

hién: tai ctra s6 Command Prompt, thuc hién 1énh systeminfo:

632004

stem type: aBb—hased T
. -

PFrocessor(s> Installed.
: x86 Family 15 Model 6 Stepping 2 Genuinelntel

Tim dén muc System type. Néu muc nay cé gia tri 1a X86 - base PC thi hé diéu
hanh dang chay 14 32 bit. Néu 1a X64 thi hé diéu hanh dang chay 13 64 bit.

- Nhap chon Unzip.
x|
T o unzip all files in this self-extractar file to the
specified folder prezs the Unzip button. =
Run WinZip
Browse. | LCloze |
W Qwvenwrte fles without prompting About
v ‘“when done unzipping open:
N Help
Swpnclient_setup exe
A 3 9
- Nhép chon “OK”.

Ix

10 fileds) unzipped successhully

- Cura s6 Welcome xuat hién, nhap chon Next.
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Huwéng dan cai dat va st dung VPN Client

Systems ¥PN Cli 0.07.0410 Setup o ] 34
£ " T W

Welcome to the Cisco Systems
VPN Client 5.0.07.0410
Installation Wizard

It iz ztrongly recommended that you exit all Windows programs
befare running this setup program.

Click Cancel to quit the getup program, then cloge any programs
you have running. Click Mest to continue the inztallation.

WwiRMNING: This program iz protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of thiz program, or any
portion of it, may rezult in severe civil and criminal penalties, and
will be prosecuted to the maximun extent passible under law.

Cancel

- Tai ctra s6 License Agreement, danh dau vao muc I accept the license agreement

, sau d6 nhap chon Next.

{& Cisco Systems ¥PN Client 5.0.07.0410 Setup =1e =
License Agreement a
“Y'ou must agree with the license agreement below to proceed. r- \\‘
Client Software License Agr t of Cisco Syst o

THE SOFTWARE TO WHICH YOU ARE REQUESTING ACCESS IS THE
PROFERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE IS
GOVERNED BY THE TERMS AND CONDITIONS OF THE GREEMENT

SET FORTH BELOW. BY CLICKING "YES" ON THIS SCREEN, YOU
INDICATE THAT YOU AGREE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON "YES".
IFYOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" ON THIS SCREEN, IN WHICH CASE YOU

WILL BE DENIED ACCESS TO THE SOFTWARE. |

| * || accept the licenze agreement |
" | do not accept the license agreement

BReset < Back Mest » i Cancel

- Nhip chon Next.

i'-.%‘ Cisco Systems ¥PN Client 5.0.07.0410 Setup o =] |
Destination Folder 6
Select a folder where the application will be installed. } 4
PP R

The 'Wize Installation wizard will install the files for Cisco Systerns WPM Client
5.0.07.0410 in the fallawing falder.

Toinstall into a different folder, click the Browse button, and select anather folder.
“f'ou can choose not ta install Cizca Spstems WPN Client 5.0.07.0410 by clicking Cancel
to exit the WWise Installation \Wizard.

" Destination Folder

C:\Program FileshCisca Systems'WPM Client' Browse ‘

< Back Cancel
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Huwéng dan cai dat va st dung VPN Client

- Nhép chon Next.

i'é‘u Cisco Systems ¥PN Client 5.0.07.0410 Setup o ]
Ready to Install the Application o
Click. Mext to begin inztallation. ¥ 4

Click the Back button ta reenter the installation infarmation or click Cancel to exit
the wizard.

Cancel

- Qua trinh cai dat bat dau.

i'é’n Cisco Systems ¥PN Client 5.0.07.0410 Setup ;lglll

Updating System »

The features you zelected are currently being installed. b

Installing Cizco Systems Virtual Adapter. ..

Time remaining: 42 seconds

- Nhép chon Finish dé két thuc. Chuong trinh s& yéu cau khéi dong lai may tinh dé

hoan tat qua trinh cai dit:

i%’l‘ Installer Information

Tou must restart your system for the configuration changes made
to Cisco Systems WPH Client 5.0.07.0410 to take effect. Click
— “'es to restart now or Mo if pou plan ta restart manually [ater.
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Hwéng dan cai dat va sir dung VPN Client

+ Néu khong mudn khoi dong lai may tinh thi hay chon No, sau d6 thuc hi¢n: Tai ctra

s0 Run, go Iénh services.msc, tim va chon dich vy Cisco Systems, Inc. VPN Servic,

nhap chudt phai chon Start dé khoi dong dich vu.

P

% Sarvices

File Action Wiew Help
=L |||E> EHE »E Il D

% services (Local) %, Coarvices {Lﬂ{:ﬂl}
Cisco Systems, Inc. VPN Service Mame  /
. % MET Funkime Optimization Sery..,
Start the service % Aletter

%Applicatinn Laver Gateway Service

%Applicatinn Managerment

88 15P NET State Service

%.ﬁ.utnmatic Updates

%Eackgrnund Inkelligent TransFer ...
Check Paint 550 Metwork Extender

Descripbion

Microsoft ...,
Matifies sel. .,

Provides s...
Provides s...
Provides s..,
Enables th, ..
Transfers ...,

Cisco Systems, Inc, YPM Service

%Clipﬂnnk

Skart service Cisco Systems, Inc, YPM Service on Local Computer

+ Hoic chon Yes dé khai dong lai.

5. HUONG DAN SU DUNG CHUONG TRINH VPN CLIENT.

5.1. Chay chuwong trinh.

%CDM+ Ewent System Stop
COM+ System Application FHE
88 Computer Browser esLne
%Cryptngraphic Services Restart
[ - . !
M 1111 All Tasks k
Extended A Standard / Refresh

Pronerltiac

- Nhép chon Start , chon All Programs (hodc Programs) , chon Cisco Systems

VPN Client , nhip chon VPN Client

Huéng dan cai ddt va sir dung VPN Client
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Huwéng dan cai dat va st dung VPN Client

Adminisiralor

\B Manage Your Server

. ]
./ windows Explorer

\%ﬂ My Connpuker

& Control Panel

% Administrative Tools

@ MNotepad

[=E _orrmand Promnk

2 windows Catalog

@ Snagit 10 “

J.'Lja Printers and Faxes

e o

windows Update

Accessaries
administrative Tools

Sniagit 10
Skartup

é Internet Explorer
L“E] Outlook Express

All Brograms

=

Cisco Systems WPN Client

“

* vRET T

Remote Assistance

€2y Set MTU

Log OFF E Shut Down

- Ctra s6 chuong trinh VPN Client

xuat hién.

# status: Disconnected | ¥PN Client - ¥ersion 5.0.07.0410 =10l =]
Conneckion Entries  Status  Certificates Log Options Help
b
5 E'-*:‘] 2R NI
Connect MHew Import h-;cndif_l,l If?l.elere CISCO
Connection Entries I Certificates I Lag I
I Connection Entry I Hozt Tranzport

4]

| Mok connected,

5.2. Import Connection Entry - thong s6 két néi VPN.

- Phan mém sau khi cai dit xong thi chua c6 Connection Entry. B¢ tao Connection

Entry - thong s6 két noi VPN véi mang NHNN, nhap chon import (nhap), tim dén

tép VPN-SBV.pcf, sau d6 nhdp chon Open.

Huwéng dan cai dat va sir dung VPN Client
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Hwéng dan cai dat va sir dung VPN Client

¥PN Client | Select connection entry to import x|

Laak jn: IB Prafile j = £ EE-

Desktop

o

by Documents

L
a™

ty Computer

File niame: [VPN-SBV. pef >l | geen |
=

Cancel

Files of bype: | Profiles [* pe

A

- Qué trinh import thanh cong, nhdp chon OK. Tai ctra s6 VPN Client xuét hién
Connection Entry c6 tén VPN-SBV.

# status: Disconnected | ¥PN Client - Yersion 5.0.07.0410 -0/ x|

Connection Entries  Status Certificates Log Options  Help

E’ﬁ +) %] NI

Connect Mew |t fodify Delete Clsco

Connection Entries IEerlificales | Log |

Connection Enty / Tranzport

YPN-S5BY 192.168.10.11 IPSec/LIDP

| Mot cannected. | 4

5.3. Thue hién két ndi VPN véi mang NHNN.

- Kiém tra trudc khi két ndi VPN: tai cira s6 Command Prompt thyc hi¢n 1€nh :
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Huwéng dan cai dat va st dung VPN Client

ping 192.168.10.11 (mé&y chu VPN cia NHNN)

Néu ping khong thong (két qua tra vé Request Time Out.) thi xem Muc 6- Ldi s6
1. Néu ping thong thyc hién tiép.

- Chon Connection Entry VPN-SBV, sau d6 nhip chon Connect hodc nhip dup vao
Connection Entry VPN-SBYV dé thyc hién két n6i VPN véi mang NHNN, man hinh

ding nhap xuét hién.

TCTD sir dung Tai khoan két ndi mang NHNN dwoec Cuc cong nghé tin hoc
(CNTH) — NHNN cép dé diing nhép.

# YPH Client | User Authentication for “te™

The zerver has requested the following information to complete the uzer
authentication.

il ven s, Username: |3420700124nth
el Pazsword: | “““““““ 1

v Sawve Password

Ok | Cancel |

- Pé ngimg két ndi (Disconnect) VPN véi mang NHNN nhip chon Disconnect tai
ctra s6 chuong trinh hoic nhip chudt phai vao biéu tuong chuong trinh (6 khoa) tai

thanh taskbar gan biéu tugng dong hd chon Disconnect.

# status: Connected | ¥PN Client - Yersi

Connection Entries  Status  Certificates Log

YPM Client...

Skatiskics. ..

{é ﬁ E Log Window. ..

Disconnect Mew Impart b Nokifications. ..

Connection Entries ICertificates | Log |

Connection Entry abaout VPN Client, .

—v 9 H 3we
@%)@ Sunday

VYPN-5BY

- Bé luu thong tin mat khau dang nhap cho nhiing lan ding nhap sau: nhap chon Save
Password. Nhiing 1an ding nhép sau, chuong trinh s& khong hién thi man hinh dang
nhap nita. B¢ hién thi man hinh ding nhép tro lai (d6ng nghia voi viéc bo luu thong
tin mat khau ding nhap) bam chudt phai vao Connection Entry VPN-SBYV, chon
Erase Saved User Password, sau 6 nhip chon Erase dé chuong trinh x6a thong tin

mat khau d3 duoc luu.
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Hwéng dan cai dat va sir dung VPN Client

# YPN Client | User Authentication for “te”

The zerver has requested the following information to complete the user
authentication.

ot 1|1y Usemame: [34207001 24nth

=lEey Paszword:

xxxxxxx>1

[w Sawve Paszword

Ok, Cancel |

=13

# status: Disconnected | VPN Client - Yersion 5.0.07.0410 Z

Connection Entries  Status  Cerbificates Log  Cptions  Help

|-E§*5 ) %} m NI

Connect M [mport b odify Delete CISCO

Connection Entries lEertificates ] Log ]

Connection Entry Host Tranzport
H:IE:_ Connect Sec/UDP

Disconnect

Duplicate
Delete

Create Sharkcuk

ved Lser Password

q Set as Default Connection Enkry J ﬂ

Mat connected.

- Qua trinh két ndi thanh cong, biéu twong cia chuong trinh tai thanh Taskbar va

chuong trinh s€ nhu sau.

I
LR
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Huwéng dan cai dat va st dung VPN Client

# status: Connected | ¥PN Client - Yersion 5.0.07.0410 - 0] x|
Connection Entries Status Certificates Log Options Help
5 B 8 A dliabs
LN
Dizconnect  Mew |mpirt b ccfify Delete CISCO

Connection Entries IEertificates | Log |

Cornection Entry

192.168.10.1

Transpart
IPSec/UDP

| Connected to "YPH-SEY",

|C|:|nnected Time: 0 day(s), 00:00, 34 E Y

5.4. Kiém tra sau khi két néi VPN thanh cong.

- Pé kiém tra c6 thong mang v6i may cha cia NHNN hay khong, tai ctra sb

Command Prompt thuc hién lan luot cac lénh :

ping 192.168.12.100

ping 192.168.10.18

ping 192.168.12.18

Néu két qua tra vé 1a Reply from ..... thi ching to mdy tinh da thong voi mang

NHNN qua két ndi bao mat VPN.

- Tién hanh kiém tra tinh trang hoat dong cta cac phan mém nghiép vu.

Huwéng dan cai dat va sir dung VPN Client
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6. LOI VA CACH XU LY.

STT Mbo ta loi Nguyén nhan Cach xiwr ly
1 Kétndéi VPN | Loi nay thuong do May tinh hodc | Budc 1: Cap nhét routing cho may tinh.
khong thanh | Router két nd1 vo1 mang NHNN .
. . Tai cira dong 1énh Command Prompt lan lugt thyc hién 1€nh, vo1 GW
cong (Chuwa | cua TCTD chua c6 routing dai _ L . ..
. 1a dia chi trén 1 thiét bi ( thuong 1a Router dau phia TCTD c6 két noi véi
hién thi man | 192.168.10.0/24 va ,
mang NHNN qua MegaWAN, MetroNET, ...) ma tr thi€t bi nay phai
hinh dang 192.168.12.0/24 . _
hap) ping thong cac may chu dai mang 192.168.10.0/24 va 192.168.12.0/24
nhap

(192.168.10.11, 192.168.12.100 ...) hay noi cac khac la co route dai
mang 192.168.10.0/24 va 192.168.12.0/24 :

route add 192.168.10.0 mask  255.255.255.0 GW metric 1000 -p
route add 192.168.12.0 mask 255.255.255.0 GW metric 1000 -p

Buéc 2: Kiém tra két qua:

Tai ctra 6 dong I¢nh Command Prompt thuc hién 1énh:

ping 192.168.10.11

- Néu ping thong (két qua tra vé Reply from ...) thi tién hanh két ndi lai
VPN. Nguoc lai (két qua tra vé Request timed out...) thi thyc hién theo

Lo1 50 4.




Két ndi VPN
khong thanh
cong (P4 hién
thi man hinh

dang nhap)

Do nhép tén dang nhap hoac mat khau

khong chinh xéc

Piang nhiap lai véi tén ding nhdp va mat khiu dwoc cép:
- Tat tat ca chuong trinh hd tro gd tiéng viét: unikey, vietkey...

- Chu y chir hoa chit thuong trong username va password.

Néu diang nhap van khong thanh cong goi dién bao hd tro.

Két noi VPN
thanh cong
nhung cac

chwong trinh

nghiép vu hoat
dong khong
binh thuwong

Thuong do may tinh c6 1 card

mang nhung add nhiéu dia chi

Néu may tinh ¢6 1 card mang nhung add nhiéu dia chi (IP):
- C4u hinh card mang chi c6 1 IP (x6a cac IP con lai).

- Thuc hién dinh tuyén sao cho mdy tinh c6 thé ping thong voi dia chi

192.168.10.11 - may chi VPN cua NHNN.

Cic 16i khac

Trude khi két néi VPN va sau khi két néi VPN, tai cira s6 dong 1énh

Command Prompt thyc hién Iénh:
route print

Guri mail két qua thuc hién 1€nh trén.




7. THONG TIN LIEN HE.

Mién Bac

Mién Nam

Phong CA - Cuc Cong ngh¢ tin hoc - NHNN.

Pia chi: 64 Nguyén Chi Thanh - Péng Pa - Ha Noi.

Dién thoai: 04.3835.4775 (gap Mr Vi, Mr Quan, Ms Thanh).

Fax: 04.3835.8135

Email: cnth.ca.tkkn@sbv.gov.vn

Phong QLTT - Chi Cuc Cong nghé¢ tin hoc — NHNN
Dia chi: 17, bén Chuong Duong, Tp H6 Chi Minh

Dién thoai: 08.3822.3445 s6 may 1¢ 118 (Ms Uyén), 122 (Mr
Hoa), 125 (Mr Giang), 103 (Mr Diing)

Fax: 08.3822.3935

Email: cnth.ca.tkkn@sbv.gov.vn
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